EdUHK VPN Service User Guide for Windows

Contents

A. Installing the GlobalProtect VPN Client Software.....ccccceeeveecrecrerennnnnne.
B. Configure GlobalProtect Client .........ccceeiieieiiiiiiiiitcrcrecrecreereereneenes
C. Configure GlobalProtect to use Mainland China VPN gateway..............
D. To quit the VPN coNNeCtion:......cc.cceeiieiieiieiieieiencencteciecrecrecrecressensencanes

E. Reconnect VPN CONNECLION: ...ceurieirieiereeiererieresseressasessesessasessasessnsassnsess

A. Installing the GlobalProtect VPN Client Software

This VPN client supports Windows 7 / 8 / 10. (Screen capture base on version 5.1.2)

1. Go to https://vpn.eduhk.hk

2. Login with your EAUHK username and password.
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https://vpn.eduhk.hk/

3. Download the Windows installer file to your computer desktop. (Please download the 32 bit or 64 bit
file base on your system).
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Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

4. To install the software:

a. From the download folder, launch the “GlobalPRotect64.pkg” file.

b. In "Welcome" window, click Next.

ﬂ GlobalProtect — -,

Welcome to the GlobalProtect Setup Wizarm paloa ltﬂ

The inztaller will guide you through the stepz required to install GlobalProtect +5.0.2 on your
computer,

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civi
o criminal penalties, and will be prosecuted to the maximum extent poszible under the |aw.
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c. In"Select Installation Folder" window click Next to install it to the default location.

ﬁ] GlobalProtect

- Py
Select Installation Folder

paloalto

The inztaller will install GlobalProtect to the following folder.

Toinztall i thiz folder, click "MNest”. Toinztall to a different folder, enter it below or click "Browse".

Folder:
= AProgram Files\Palo Alto Networks\GlobalProtect, Browse...
Digk Cost...
Cancel < Back ‘ )

In “Confirm install” window, click Next.

ﬁ GlobalProtect — oo

paloalto

Confirm Installation

The inztaller iz ready o install GlobalProtect on vour computer

Click "Mext" ta gtart the installation.

Cancel < Back ‘W'
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When "Install Complete” screen appears, click Close.

ﬁ GlobalProtect

Installation Complete

GlobalProtect has been successfully installed.

Click "Cloze" o exit.

Cancel

< Back
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B. Configure GlobalProtect Client

1. For the first time to use the GlobalProtect VPN client software, click the GlobalProtect icon from the
system tray at bottom right.
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2. Then enter the VPN portal address as “vpn.eduhk.hk’ and click Connect.

GlobalProtect *

Welcome to GlobalProtect

Flease enter your portal address

~ vpn.eduhk.hk

3. Enter your username and password. Then click Sign In.

GlobalProtect X

- Sign In
w

Enter login credentials

Portal:  wpn.eduhk.hk

Username: |

Password: |

S —

Cancel ( Sign In

N ————
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4. After that, it will pop up the DUO push screen on your mobile as below and please click “Approve”
(Note: The VPN with Duo must use the Duo app and this is for staff only).

g
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of Hoag Kong

Are you logging in to EAUHK
VPN?

® F44:38 [GMT+8]
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Approve

5. If the connection is successful, the status will show as “Connected”.
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C. Configure GlobalProtect to use Mainland China VPN gateway

If you are going to use EQUHK VPN within mainland China, you can set up the GlobalProtect to use the
mainland China VPN gateway for better performance.

1. Click the GlobalProtect icon from the system tray at bottom right.

2 _ 11:57 AM
~ 1 i) ENG 2019-07-24 ES

2. Click the “more” button on upper right and choose “Settings”.

GlobalProtect @

balProias — I

l ! out

Not Connected

You are using Ethernet 2

Connect

3. On the General tab, click the “Add” button.

& GlobalProtect Settings

General Connection HostProfle  Troubleshooting  Motification

Account

User:
Portals

Portal

Status
vpn. eduhk, hk

Add Delete Edit
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4. Enter “121.37.2.190 as the portal address and click “Save”.
'hﬁ GlobalProtect

Portal Address:

121.37.2.190

Save Cancel

5. Now you will have 2 portal addresses. Then you can click the “X” to close the windows.
& GlobalProtect Settings

>
General Connmection Host Profile  Troubleshooting  Motification
Account
Uszer:
Portals
\
Paortal

Status

wpn.eduhk. hk

Add Delete Edit

6. To connect the VPN with mainland China gateway. Click the GlobalProtect icon from the system
tray at bottom right again.
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7. From the “Portal” option, select “121.37.2.190”. Then it will start to connect the VPN.

) rorta

8. For the first time, click “Continue” when prompt for the Server Certificate Error.

Not Connected

You are using Ethernet 2

GlobalProtect —

+  vpn.eduhk.hk

Manage Portals

 vpn.eduhkchk v

~F

o

Server Certificate Error

There is a problem with the security certificate, so the identity of
121.37.2.190 cannot be verified. Please contact the Help Desk for your
organization to have the issue rectified.

Warning: The communication with 121.37.2. 190 may have been
compromised. We recommend that you do not continue with this
connection.

Error details:

The 121.37.2, 190 certificate is not signed by a trusted certificate
autharity.

Show Certicate [Coe 1) cone

s

9. Enter your EQUHK username and password. And click “Sign In”.

GlobalProtect

Sign In

Enter login credentials

Portal: 121.37.2.190

‘ psemame ‘

‘ Password ‘

Cance
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10. If the connection is successful, the status will show as “Connected”.

GlobalProtect —

>

Connected

You are securely connected to the
corporate network

Portal 121:37.2:150 v

D. To quit the VPN connection:

1. Click on the “GlobalProtect” icon from the system tray icon and choose Disconnect.

GlobalProtect Q

Connected
_ Your connection has been secured
Connected

12:03 PM
2019-07-24 Es
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E. Reconnect VPN connection:

1. Click on the “GlobalProtect” icon from the system tray and choose which VPN portal to connect.

a. For mainland China, choose “121.37.2.190”.

b. For other locations, choose “vpn.eduhk.hk”.

GlobalProtect

Not Connected

You are using Ethernet 2

121.37.2.190
+  wpn.eduhk.hk

Manage Portals
& _ 11:57 AM
A B i) ENG 2019-07-24 ES Portal

vpn.eduhl hk -l
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